Secure Computer User

Certified Secure Computer User



Honors & Awards
LOMCSA2003-MCSA2003Security

COMCSE2003-MCSE2003Security
UOWindows Server 2008 Network Infrastructure Configuration

UWindows Server 2008 Application Infrastructure Configuration

UWindows Server 2008 Active Directory Configuration

OMCITP Server Administrator

COMCITP Enterprise Administrator

UMicrosoft Certified Information Technology Professional

Olnstalling and Configuring Windows Server 2012

O Administering Windows Server 2012

O Configuring Advanced Windows Server 2012 Services

UMicrosoft Certified Solutions Associate 2008, 2012

UMicrosoft Certified Solutions Expert 2012 - Server Infrastructure

OIT professional - Cyber Security Org — SANS — Cloud Security Org — Network Security Org
UComptia A+ - Comptia Network + - Comptia Security + - Comptia Master Level Security ( CASP )

COMcp V1, 2- MCTS

UMicrosoft Certified Solutions Expert 2012 - Cloud & Security




Best Regards,

Alireza Ghahrood
Pm: Security Products Manager

( Security Solution Provider : Cyber Space |BigData |Cloud | Virtualization

Sarv Co
Email: Ghahrood.A@Sarvrayaneh.com

Tel : +98 ( 21) 88027364 Ext.136 | Cell :+98 (912) 1964383 |
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File Edit View Favorites Tools Help

2
Li‘ ._;ii ' ) New User
; @ Enter Keyword or Web Address Here 1 &P
GBrowser « |SearchHerel  v| Quweb ~ . 18 Blocked
&~ Web Search: I— ﬁ falentine 7 Coins _/Furniture
{QAlexa' '”:“ﬁ V'O settings : 7 3[ Prodigy Communications Corp... ¢ Atavista

Clicktowin a FREE LOBSTER DI

mywebsearch ~ #- Search ~ @Screensavers (@ Smiley Central bCursor Mania OMyInfo

%, Customize

(L/Search - Google ~ AltaVista v AskJeeves Altheweb v LookSmart £ pustomize
TECONMA . v £ Highlight > (R Partyers (TM) ~ M
»

~ = '. A % 5 (‘, z ; -
6y [—3 G, Search & Stats ¢ Forums DUGPILE - L web search - [_
Q Search ~ |Enter Search ] Peo

262 *search ~ v | Q 2020 Search ~ Tools ~ & o

POWERSTRIP l Search | GAFormFil | E3Emal | =lnews
N - @Y Free Pics v &% Free vids ~ £, Free Cams ~ SWGifts ~ Meet real women! AN~ | 9

Searchlt v | GO  Shopping v Money v Travel v Personal v Fun -~ Recent «

: @ All the Internet v 4 Q Search §# News [ Calc Games 2= Tools %z Me
h are in Wd |i:[ 5';’;?:;? Q @ Meet Sexy Singles - Join Free!

CONTROLS ¥ | SIGNEDIN v MIRROR-ON  HELF
< PEOFLE SEEN MY PEOFLE MORE FEOFLE b
MY INEOX ACCEFTING CALLS A TOF POF! SITES

'Y start

Q Last Search

56 | AW SR At | UL 3146 PM
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¥y DRPU PC Data Manager

DRPU' PC Data Manager

(Advanced Edition)

System Activities
| Keystrokes | Clipboard [ Scroenshots] Application | System I Time ] Sound

Ly Window Caption Application Path Input Keystrokes Computer\User

y; |
Syste\;/ f s | Dick.wilss@gmail.com C:\Program Files\Googl... JEERSUGERGEREN NN SYST02\Smith

Activities 3/14/2009 11... |Microsoft Excel - Book1 C:\Program Files\Micros... tools[TAB]sales SYST02\Smith

3/14/2009 11... |Document3 - Microsoft ...

/e 3/14/2009 11... |Untitled - Notepad
C

:\Program Files\Micros... | [Enter]employess[Spac... SYST02\Smith
\Windows\System32\... |[Enter]records SYST02\Smith

3/14/2009 11... |Untitled - Notepad :\Windows\System32\... |[Enter]times SYST02\Smith

Activities

3/14/2009 11... | Document4 - Microsoft ...

C
C
C

Internet 3/14/2009 11... |Microsoft Excel - Book1 4C:\Program Files\Micros... date SYST02\Smith
C:\Program Files\Micros... |hi[Space]sir{Space][Ent... SYST02\Smith
C

3/14/200% 11... | Document3 - Microsoft ... :\Program Files\Micros... | hi[Space]julia[Spacelho... SYST02\Smith
3/14/2009 11... |Untitled - Notepad ‘\Windows\System32\... hi[Space]sir{Spacely[B... SYST02\Smith
3/14/2009 11... |Untitled - Notepad \Windows\System32\... |free[Space]download[S... SYST02\Smith

Date : 3/14/2009 11:33:08 AM

Window Caption : nick.wilss@gmail.com

Application Path : C:\Program Files\Google\Google Talk\googletalk.exe
Computer\User : SYST02\Smith

Input Keystrokes : Nobody can even know that we are meeting since last 6 months, even your wife

Settings [¥] Show Only Printing Keystrokes View Keystrokes Activibes ‘ Delete All

‘} Recording Status : Running Time : 3/14/2009 11:34:20 AM

i =] [PZERST ) [ —) N1~ (A~ @ (==
Q Start G Stop “@ Hide (% ClearLog i". Uninstadl 1@ Aboutus‘ Help ‘ a Exit
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— lf -
Your personal files are encrypted!

Your mportant fies encryption produced on this computer: photos, videos,
documents, etc, Here s 3 complete Ist of encrypted files, and you can personaly verfy
this.

Encryption was produced using 2 unique public key RSA 2048 generated for this
computer. To decrypt fies you need to obtain the private key.

The single copy of the private key, which will allow you to decrypt the files, located
on 3 seqret server on the Internet; the server wil destroy the key after 3 time
spechied In ths wndow. After that, nobody and never will be able to restore fles.,

To obtain the private key for this computer, which will automaticaly decrypt files, you
need to pay 100 USD / 100 EUR / smiar amount in another currency.

Cick «Next» to select the method of payment and the currency.

Any attempt to remove or damage this software will lead to the immediate

Private key will be destroyed on destruction of the private key by server,
9/8/2013
5:52PM

Tme left

56:16:12
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YOUR FILES HAVE BEEN ENGKYPTED!
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KeePass Password Safe
http://www.keepass.info

PWGen Portable

http://www.portableapps.com

Registry Mechanic

http://www.pctools.com

Eraser Portable
http://www.portableapps.com

WSUS

http://www.pcdownload.com

Wise Disk Cleaner
http://www.pcdownload.com
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